
Fuzzing del firewall 
di Linux con syzkaller



Whoami

1.



Offensive Security Specialist –
Co-founder @ Betrusted

• Penetration Tester
• Linux Vulnerability Researcher
• Occasional conference speaker
• No Hat fellow
• (Syzkaller contributor)

D a v i d e  O r n a g h i



Introducing 
syzkaller

2.



I n t r o d u c i n g  s y z k a l l e r

What is syzkaller?

• The most popular (best) kernel fuzzer
• Unsupervised (?)
• Coverage-guided
• Supports Linux, *BSD, Android, …
• Multiple modules written in C and Go



I n t r o d u c i n g  s y z k a l l e r

What does it look like?
M O D U L E R O L E

SYZ-MANAGER Manages VMs and communicates via RPC to 
detect and reproduce crashes.

SYZ-FUZZER Generates new test programs and mutates 
the existing ones via workers.

SYZ-EXECUTOR
Configures the fuzzing VMs, runs syzlang 
programs. It also collects coverage and sends 
it to syz-manager through syz-fuzzer.

SYZ-PROG2C Translates syzlang programs into C sources.

SYZ-COVER
Allows dumping current coverage to file by 
converting raw coverage data into html or 
json.



Fuzzing the 
network stack

3.



F u z z i n g  t h e  n e t w o r k  s t a c k

Data flow

G e n e r a t e  « r a n d o m »  P D U s

I n j e c t  t h e m  i n t o  t h e  s t a c k

C o l l e c t  c o v e r a g e  &  r e p e a t

0 1

0 2

0 3

https://xairy.io/articles/syzkaller-external-network

https://xairy.io/articles/syzkaller-external-network


F u z z i n g  t h e  n e t w o r k  s t a c k

TUN/TAP Implementation

Uses TAP interface to process raw frames:



Fuzzing Nftables
4.



F u z z i n g  N f t a b l e s

Nftables concepts

C H A I N S R U L E S E X P R E S S I O N ST A B L E S



F u z z i n g  N f t a b l e s

https://blog.dbouman.nl/2022/
04/02/How-The-Tables-Have-
Turned-CVE-2022-1015-
1016/#4-cve-2022-1015

https://blog.dbouman.nl/2022/04/02/How-The-Tables-Have-Turned-CVE-2022-1015-1016/#4-cve-2022-1015
https://blog.dbouman.nl/2022/04/02/How-The-Tables-Have-Turned-CVE-2022-1015-1016/#4-cve-2022-1015
https://blog.dbouman.nl/2022/04/02/How-The-Tables-Have-Turned-CVE-2022-1015-1016/#4-cve-2022-1015
https://blog.dbouman.nl/2022/04/02/How-The-Tables-Have-Turned-CVE-2022-1015-1016/#4-cve-2022-1015


F u z z i n g  N f t a b l e s

Main issues

TAP Interface
0 1 .

NFT complexity
0 2 .

For coverage to reach rule evaluation, 

a program must successfully setup a 

table, chain and a rule, and then send 

a packet to be filtered before the rule 

is discarded.

Netfilter hooks
0 3 .

For a chain to be evaluated, its 

Netfilter hook must be reached by the 

packet path.

E.g. NF_INET_LOCAL_IN for a local 

packet.

TAP interfaces take L2 frames as input, 

but nftables deals mainly with L3+ 

traffic.



F u z z i n g  N f t a b l e s

Main issues



F u z z i n g  N f t a b l e s

Results

Most evals are never tested!

https://syzkaller.appspot.com/upstream
/manager/ci-qemu-upstream

https://syzkaller.appspot.com/upstream/manager/ci-qemu-upstream
https://syzkaller.appspot.com/upstream/manager/ci-qemu-upstream


F u z z i n g  N f t a b l e s

My solution

TAP Interface
0 1 .

NFT complexity
0 2 .

Define a new pseudo-syscall which 

performs all the common nft setup 

(tables, chains & hooks) statically, 

only leaving rule creation to the fuzzer, 

and immediately sends a random 

packet to be processed, thus 

triggering nf_hook.

Netfilter hooks
0 3 .

Only register the NF_INET_PREROUTING 

hook so that both local and remote 

packets will be processed.

Create a TUN interface alongside TAP, 

and only use it for nftables fuzzing.



F u z z i n g  N f t a b l e s

Implementation

• initialize_tun()



F u z z i n g  N f t a b l e s

Option 1

• syz_batch_emit() + Output UDP



F u z z i n g  N f t a b l e s

Option 2

• syz_batch_emit() + syz_emit_ethernet()



F u z z i n g  N f t a b l e s

Option 2: Implementation

• syz_batch_emit() + syz_emit_ethernet()



F u z z i n g  N f t a b l e s

Results

Evals are tested even locally!



F u z z i n g  N f t a b l e s

Results



Thanks!
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